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Centralized Protection Scheme Setup

➢ CIRP-5G Project Setup to test IEC 61850-based centralized protection and control schemes *

➢ SSC600 ABB (centralized devices) and SMU615 (merging unit) as key enablers 

* Real-time hardware-in-the-loop approach for adaptive centralized protection schemes using clustering algorithms. Expert Systems with Applications, 255, 124707. https://doi.org/10.1016/j.eswa.2024.124707



Communication diagram between HIL devices
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*Pashaei, M., Kauhaniemi, K., & Laaksonen, H. (2024, September 10). Implementation of Adaptive Centralized Protection Scheme in Active Networks with a HIL Setup. 7th International Conference on Smart Energy 
Systems and Technologies (SEST 2024), Turin, Italy. https://doi.org/10.1109/SEST61601.2024.10694251

➢ Sampled Values and GOOSE message communication between setup devices presented in previous slides*

➢ Accurate time synchronization (100 nse)



Configuration process in RT-LAB

➢ Power system modeling in MATLAB

➢ GOOSE and process bus configuration in RTLAB and use of SCL file generated after IEDs configuration



Configuration process in PCM600

➢ Process bus and GOOSE configuration in PCM 600

➢ Application configuration and relay setting



Adaptive SG-based protection results *
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➢ Details in final report of the project and publications



Normal operation of test system
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Normal operation of test system



Current-based functions in SSC600

Three-phase non-directional overcurrent protection PHxPTOC (51P/50P)
➢ 3I>  (Low, PHLPTOC)
➢ 3I>> (High, PHHPTOC)
➢ 3I>>> (Instantaneous, PHIPTOC)



Current-based functions in SSC600

Three-phase directional overcurrent protection DPHxPDOC (67)
➢ 3I>  (DPHLPDOC)
➢ 3I>> (DPHHPDOC)

https://new.abb.com/medium-voltage/digital-substations/protection-relays/multiapplication/ssc600



Current-based functions in SSC600



Current-based functions in SSC600



Current-based functions in SSC600

Non-directional earth-fault protection EFxPTOC (51N/50N)
➢ I0>  (Low, EFLPTOC )
➢ I0 >> (High, EFHPTOC )
➢ I0 >>> (Instantaneous, EFIPTOC )

Four special connections of current transformers in relay protection applications | EEP (electrical-engineering-portal.com)

https://electrical-engineering-portal.com/special-connections-current-transformers


Current-based functions in SSC600



Current-based functions in SSC600

Intermittent earth-fault protection INTRPTEF (67NIEF)
➢ Io> -> IEF(INTRPTEF )



Reasons behind intermittent earth fault 

Natural aging 

Chemical pollution

Poor insulation

Loose connections

Moisture

E&M Stress

M. Pashaei, M. Karimi, K. Kauhaniemi, A. Asadi, S. Pil Ramli and A. Pourdaryaei, "Intermittent earth fault detection in distribution network based on the voting classification technique," 27th International Conference on Electricity 

Distribution (CIRED 2023), Rome, Italy, 2023, pp. 3759-3763, doi: 10.1049/icp.2023.0726.



Intermittent earth fault detection



ML-based intermittent earth fault detection

Method Precision Recall F1 Accuracy

KNN 0.85 0.85 0.73 0.8

GNB 0.74 0.86 0.65 0.8

MLP 0.86 0.84 0.76 0.81

Dtree 0.84 0.83 0.74 0.79

Voting 0.87 0.86 0.78 0.82

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 +𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃 

𝑇𝑃+𝐹𝑃

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃 

𝑇𝑃+𝐹𝑁

 𝐹1𝑆𝑐𝑜𝑟𝑒 = 2 ∗
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+ 𝑅𝑒𝑐𝑎𝑙𝑙



Voltage-based functions in SSC600



Voltage-based functions in SSC600



Differential protection in REX 640



Frequency protection in SSC600

Frequency protection FRPFRQ (81)
➢ f>/f<,df/dt (FRPFRQ )
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Frequency protection in SSC600



Disturbance recorder

https://search.abb.com/library/Download.aspx?DocumentID=9AKK107991A8236&DocumentPartId
 Presented by: Veikko lehesvuo

https://search.abb.com/library/Download.aspx?DocumentID=9AKK107991A8236&DocumentPartId


Relay settings and parameters



Low-voltage ride-through results



Low-voltage ride-through results



LVRT results: Case 1



LVRT results: Case 1



LVRT results: Case 2



Three-phase fault at feeder3
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N-2 contingency analysis using HIL setup
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GOOSE INPUT FOR ACTIVATING SGs

Active 

SG

BI_SG2 BI_SG3 BI_SG4 BI_SG5 BI_SG6

1 False False False False False

2 True False False False False

3 any True False False False

4 any any True False False

5 any any any True False

6 any any any any True



Islanding analysis using HIL setup
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Differential protection as the main function
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Adaptive SG-based protection results



Relay settings and parameters

1.313 regardless of SmpCnt



Relay settings and parameters



5G Implementation and Testing



Protection and Wireless Equipment

SMU615 REX640

SSC600

BasestationRPi + 5G Hat

XR80 Sierra Router

How to 
communicate 

over 5G ?



Possible Ways to Connect and Communicate

 Use Layer2 tunneling to transfer traffic between protection devices.

 Apply protocol stack change strategy.

 Use devices with native support for routable IEC61850



Use Case Line Differential Protection (layer 2 
Tunnel)
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Monitoring Application for Line Differential 
Protection Applying 5G



Monitoring Application for Line Differential 
Protection Applying 5G

Setting 1

Setting 2



Monitoring Application for Line Differential 
Protection Applying 5G



Virtualized Intelligent Relaying of Smart Grid Over 
5G

 The concept is implemented and tested in real-time by setting up three areas:

 Power Grid Model in OPAL-RT

 AI Algorithm Deployed on 5G Basestation

 Private 5G physical communication network



Virtualized Intelligent Relaying of Smart Grid Over 
5G

Virtualization

Grid Model

5G Communication

Fault Prediction Results

Model 
Validation 
Score of 

Predicted Data
Time Taken

Test 1 100% ≈ 90ms

Test 2 98.75% ≈ 200ms



Cybersecurity issue with 5G and 
Line Differential Protection



Threat Model

 Line differential protection connected over a 5G network.

 An attacker get access to the 5G basestation or 5G Modem or the network.

 Perform a fake-time-master-clock attack and manipulate time synchrony.



Experimental SetupExperimental Setup



Result of cyberattack

Protection Communication 
Supervision Alarm (PCSITPC)

Both REX640 raises alarm



Conclusion

 Implementation of IEC 61850-based centralized protection schemes 

 Development of functions such as adaptive protection scheme using HIL setup developed in CIRP5G

 Studying the possibility of developing new functionalities such as intermittent earth fault detection 

using AI and ML-based algorithms

 The need for digitalization, virtualization, and intelligentization to develop future protection methods

 Cybersecurity related challenges and the measures need to be taken 

 Integrating artificial intelligence (AI), 5G communication, and virtualization technology into power 

systems to facilitate the evolution of smart grids



Thank you!

meysam.pashaei@uwasa.fi

saleh.talal@uwasa.fi

kimmo.kauhaniemi@uwasa.fi
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