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Centralized Protection Scheme Setup

» CIRP-5G Project Setup to test IEC 61850-based centralized protection and control schemes *
» SSC600 ABB (centralized devices) and SMUG615 (merging unit) as key enablers

* Real-time hardware-in-the-loop approach for adaptive centralized protection schemes using clustering algorithms. Expert Systems with Applications, 255, 124707. https.//doi.org/10.1016/j.eswa.2024.124707
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Communication diagram between HIL devices
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MATLAB

Modeled Test System

» Sampled Values and GOOSE message communication between setup devices presented in previous slides*
» Accurate time synchronization (100 nse)

*Pashaei, M., Kauhaniemi, K., & Laaksonen, H. (2024, September 10). Implementation of Adaptive Centralized Protection Scheme in Active Networks with a HIL Setup. 7th International Conference on Smart Energy
Systems and Technologies (SEST 2024), Turin, Italy. https://doi.org/10.1109/SEST61601.2024.10694251
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Configuration process in RT-LAB

m [ — General / GOOSE (8-1) Publishers
- =1 =)

R R

2 SCLfile IED GOOSEID Ethernet Adapter Clock ApplD
1 ... meysampa'DesktoptSMUGT30icd TEMPLATE SMUETSMUDTDICTRL/LLMND.gecbCBSTATUS eth2 EXTERMAL 0006
2 ... meysampa' Desktopt SMUGT302.icd TEMPLATE SMUBETIMUDT02CTRL/LLND.gcbCBSTATUS eth2 EXTERMAL 00007
3 ... meysampa' Desktopt 5MUG1303.icd TEMPLATE SMUBETIMUDT03CTRL/LLND.gcbCBSTATUS eth2 EXTERMAL (0008
4 ... meysampa'Desktopt 5SMUG1305.icd TEMPLATE SMUBETSMUDT05CTRL/LLMD.gcbCBSTATUS eth2 EXTERMAL (0009

General / GOOSE (8-1) Subscribers

R LR

# SCLfile IED GOOSEID Ethernet Adapter  ApplD MAC address

1 ... meysampa'\Desktop\55CE00.icd TEMPLATE SSCE00LDO/LLND.gcbGOOSET eth2 00001 01-0C-CD-01-00-01
2 ... meysampa'\Desktop\55CE00.icd TEMPLATE SSCE00LDO/LLMO.gcbGOOSE2 eth2 00002 01-0C-CD-01-00-02
3 ... meysampa'\Desktop\55CE00.icd TEMPLATE SSCE00LDO/LLMO.gcbGOOSES eth2 0x0003 01-0C-CD-01-00-03
4 ... meysampa'Desktop'\REX640L.icd TEMPLATE REXEBA0LLDO/LLND.gcbPhsMeas eth2 00010 01-0C-CD-01-00-10
g .. meysampa'\Desktop\55CE00.icd TEMPLATE SSCE00LDO/LLMO.gcbGOOSES eth2 00004 01-0C-CD-01-00-04
6 . meysampa'Desktop\55C600.icd TEMPLATE SSCE00LDO/LLMO.gchSG eth2 0x0005 01-0C-CD-01-00-05

General / Sampled Values (9-2LE) Publishers

R R R

Main prierity =set to 5%

£ LD Name MAC address Ethernet Adapter VLAN ID Nominal Frequency  Sampling Rate Clock
Synchronization: Extermal synec accuracy set to 100 nancoseconds 7 T LT e e 2 Fr 80 Samples Per Cycle BAEL
Synchronization: PTF sync state set to ‘Slave® 2 SMUSISMUDID2 01-0C-CD-04-00-02 eth2 2 50 Hz 80 Samples Per Cycle EXTERNAL
3 SMUE15MU0103 01-0C-CD-04-00-03 eth2 2 50 Hz 80 Samples Per Cycle EXTERMAL
4 SMUG15MU0104 01-0C-CD-04-00-04 eth2 2 50 Hz 80 Samples Per Cycle EXTERNAL
5 SMUG15MU0105 01-0C-CD-04-00-05 eth2 2 50 Hz 80 Samples Per Cycle EXTERNAL

» Power system modeling in MATLAB
» GOOQOSE and process bus configuration in RTLAB and use of SCL file generated after IEDs configuration
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onfiguration process in PCM600

Process Bus C ication - IEC 61850 Configuration

S5C600 - Signal Matrix|

: Project Explorer vax
Plant Structure ]
A

+i Substation
v SSC600

3}

R SMVBASED FUNCTIONS 18 August(3) - PCMB00 2.12 32-bit

2 § SMVBASED FUNCTIONS 18 August(2)

[83 IED Corfiguration

)

@) {3 Application Configuration
(=} X< Vokage Level

= T Bay

= SMUB15MU0101

[@4 IED Configuration
Q Application Configuration
1 General
Mo

B Measurement

IED, AATNQO1AT, AA1INQ02A2, AA1MQO3A3,
Logical Device : | LDO 2 LDO 2 LDO
- - -
b3 ] 2
S ) S
< <4 <
5 s 5
5 SSCBR1 5 SSCBR1 5 SSCBR1
Data Object: ” PosCls | PosOpn ; PosCls | PosOpn : PosCls | PosOpn
Data Attribute: stVal stval stval stval stval stVal
- GOOSERE_OpP0o1;GOOSERCY_BIN:1
GOOSERE_OpPo1,GOOSERCV_BIN:1 [N X .
- GOOSERE_OpP02;GOOSERCY_BIN:2
GOOSERE_OpP02,GOOSERCV_BIN:2 [N 4 i X
- GOOSERE_OpP03;GOOSERCY_BIN:4
GOOSERE_OpPo3:GOOSERCV_BIN:4 [N [ X
- 8 X

File Edit View Tools Window Help
S8H ® «8 " HEE|E = [c0ost communication 77,§-}o£
 Project Explorer ~8X _ GOOSEC 1EC 61850 Configuration |
|/ Pt Structure | §8 &
ESMVBKSEUFUNCTK)NSWWW) ~ z g g =
2 Substation 588 2
Bl 5S5C600) 55 35 §
3 1ED Corfiguration 3338
3 VD?“’::"“W"‘""" SSCE00LDO/LLNO gcbGOOSE (P1) (1| (1| (]
2 Votage ===
T By SSCE00LDO/LLNOgebGOOSE2 (AP1) ]| [
(3 smus15MU0101 SSCE00LDO/LLNO 9cbGOOSE3 (AP1) (1| (][ ]
B Yoo Conbgmticn SSCH00LDO/LLNO.SG (AP1) [El [s] [s]
Ty Aophcation Configuration
@ 30 General
®- 3010
. " re—
Parameter Setting
e Valoe s e
SV identifier SMUG15MUD101 SMUB15MUO101 o _g—
Primary current 40.0 10.0 A 1.0 6000.0 01 @ = =
Primary voltage 20.000 20.000 kv 0.100 440.000 0.001 @ e
- = ISR i
Primary residual current 10.0 10.0 A 1.0 6000.0 01 o — —
Primary residual voltage 11.547 11.547 kv 0.100 440.000 0.001 @ _-“"" ]
SV angle correction -0.6 0.6 deg -5.0 5.0 0.1 o oy T

» Process bus and GOOSE configuration in PCM 600
» Application configuration and relay setting
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Adaptive SG-based protection results *

» Details in final report of the project and publications

N/
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Normal operation of test system

v Voltages

UL1:
uLaz:
UL3:
Uo:

» Sequence:

» Sequence:
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SMU615MU0101

20.76 kV 153
2076 kv 87°
20.76 kV -33°
okv 0°
currents
voltages
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UL1: 20.76 kV -153° UL1: 20.76 kV -153°
uLe: 20.75 kv 87° uLez: 20.75 kv 8r7°
UL3: 20.75 kv -33° UL3: 20.75 kv -33°
Uo: (okv 0°) Uo: (okv 0°)
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Normal operation of test system

A.l | SSC600 Dashboard Device ~ Measurements Recordings ~ Parameters Backup [ ] f\PM"“'fjfz_AIOR
27.05.2024 16:26:
Measurements " Freeze  Selectall
SMUB15MUO101 X  SMUE15MUC102 X  SMUG15MUO103 X  SMU615MUOI05S X  SMU615MUO104 X X | v
v Currents
SMU615MU0101 SMU615MU0102 SMU615MU0103 SMU615MU0105 SMU615MU0104
CcMMXU2 CMMXU3 e s
// P N
/ / \
/£ /£ ‘
/ /
/ / \
s 1800 _| 1800 _| \ | o 80° 180°
il. I‘| F 4" e ‘9 A‘
\\\ \\\ i
IL1: 5827A  1° IL1: 2707TA  -180° IL1: 4664A  -6° ) .
IL2: 58.26 A -119° IL2: 27.07TA 60° IL2: 46.64 A -126° IL1: 77.19A -3° IL1: 47.03 A -176°
IL3: 58.26 A 121° IL3: 2707 A -60° IL3: 46.64 A 114° IL2: 77.18A -123° IL2: 4702 A 64°
lo: OA 0° lo: (0A 0°) lo: (0A 0°) IL3: 77.18A 117e IL3: 4703 A -56°
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Current-based functions in SSC600

Three-phase non-directional overcurrent protection PHXPTOC (51P/50P)
> 31> (Low, PHLPTOC)

> 3I>> (High, PHHPTOC) %

» 3I1>>> (Instantaneous, PHIPTOC) £ e

P ENE_MULT

(— 1§ E—
PHLP’rOC: 1 B write to device: 1 parameter Disable Edit & Import 2 Export C' Refresh
— PARAMETERNAME  [EDVALUE NEW VALUE UNIT MIN. MAX.
v Settings
Operation off ®
Measurement mode DFT DFT ®
Num of start phases 3outof 3 3outof 3 ®
Reset delay time 40 40 2 ms 0 60000 ®
v Setting Group 1
Operating curve type IEC Def. Time IEC Def. Time Y ®
Start value 5.00 5.00 3 xin 0.05 5.00 ®
Start value Mult 1.0 1.0 4 0.8 10.0 ®
Operate delay time 300 300 3 ms 40 300000 ®
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Current-based functions in SSC600

Three-phase directional overcurrent protection DPHxXPDOC (67)
> 3I> (DPHLPDOC) L
> 3I>> (DPHHPDOC) 3 e

P ENA_MULT
* NON_DR
[ < 115 I
Operating
quantity

A

|
|
|
- 'ty Memory function I Operating zone
| operate zone :
.0 QO | Forward
- |
I area
Y= 3 |
’L 'L Minoperate | oo ool
& i current |
_--f"'l : Non-operating zone
! >
M ocl’t‘:;r:t Polarizing
quantity

https://new.abb.com/medium-voltage/digital-substations/protection-relays/multiapplication/ssc600
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Current-based functions in SSC600

DPHLPDOQ 1 H write to device: 1 parameter Disable Edit & Import 2. Export C' Refresh
—  PARAMETER NAME IED VALUE NEW VALUE UNIT MIN. MAX.
w Settings
Operation off on @
Measurement mode DFT DFT 6]
Mum of start phases 3outof 3 Joutof 3 G
Minimum operate time 20 20 ms 20 60000 @
Reset delay time 40 40 ms 0 60000 @
Allow Mon Dir False False G
Min operate current 1.00 1.00 xin 0.01 1.00 @
Min operate voltage 0.10 0.10 xUn 0.01 1.00 @
1 1 P 7 JARVI-
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Current-based functions in SSC600

~ Setting Group 1

Operating curve type IEC Morm. inwv. IEC Morm. inv. - ®
Type of reset curve Immediate Immediate v @
Time multiplier 0.025 0.025 - 0.025 15.000 ®
Start value 1.10 1.10 - xIn 0.05 5.00 6]
start value Mult 1.0 1.0 - 0.8 10.0 @
Operate delay time 70 70 - ms 40 200000 @
Voltage Mem time 3000 3000 - ms 0 3000 ®
Directional mode Forward Forward v 6]
Characteristic angle 60 ] - deg -179 120 G

Maw forward angle 80 80 - deg 0 a0 @
Max reverse angle 80 Gl - deg 0 90 @
Min forward angle 80 80 - deg 0 90 @
Min raverse angle 80 a0 - deg 0 90 @
Pol guantity Self pol Self pol V @
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Current-based functions in SSC600

Non-directional earth-fault protection EFXPTOC (51N/50N)
> 10> (Low, EFLPTOC)

> 10 >> (High, EFHPTOC )

» 10 >>> (Instantaneous, EFIPTOC )

e —

EFLPTOC(51N-1;] d

] |
® RES oAsRaTE
® BLOCK STEAT
® BN MULT |

Four special connections of current transformers in relay protection applications | EEP (electrical-engineering-portal.com)
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https://electrical-engineering-portal.com/special-connections-current-transformers

Current-based functions in SSC600

EFLPTOC: 1 B write to device: 3 parameters Disable Edit & Import 2 Export C' Refrash

— PARAMETER NAME IED VALUE NEW VALUE UNIT MIN. MAX.

v Settings
Operation off on b 6]
Measurement mode DFT DFT # 6]
Reset delay time 20 20 kE ms 0 60000 6]

~ Setting Group 1

Start value 0.010 0.100 B ¥ 0.010 5.000 6]
Start value Mult 1.0 1.0 i 0.8 10.0 )
Operating curve type IEC Def. Time IEC Def. Time ¥ @
Operate delay time 40 40 - ms 40 200000 @
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Current-based functions in SSC600

Intermittent earth-fault protection INTRPTEF (67/NIEF)
> lo>-> |EF(INTRPTEF )

Residual current lo and residual voltage Uo

COMP. COIL
(Iﬁv Ith
ealthy
Re 1] Feeder)

=]
-

v z
Im FEEDER\ FEEDER MEAS -~ I' /\
! | | INCOMER) $ %E 0:';[ A /\
* IRES OPERATE P g g ,"P'( ¥
E g._n.:ig“ EE_TEI_EET; letot g I0] ov ° §§ ol V o
m’ IHI-- l “_"_- I %E 4_:8‘{';3’38'";5”‘
1 [+ =4 Q _ 1,13

1
1 Fault -0.21
‘. Point * Ioj \ Pulse interval
‘-..,‘_ (Faulty 5-300 ms
Feeder)
-0.31 Peak value
- ~0.1 .. 5 kA

. —~ 7 JARVI- A 1P BUSINESS
Yaasan yliopisto lab € cregmonsis 4R Waapiice )SS;gggggfg m’ FRIPEP  FINLAND

FREESI laboratory SAHKOVERKKO



Reasons behind intermittent earth fault

Natural aging
Chemical pollution
Poor insulation
Loose connections
Moisture
E&M Stress

M. Pashaei, M. Karimi, K. Kauhaniemi, A. Asadi, S. Pil Ramli and A. Pourdaryaei, "Intermittent earth fault detection in distribution network based on the voting classification technique," 27th International Conference on Electricity
Distribution (CIRED 2023), Rome, Italy, 2023, pp. 3759-3763, doi: 10.1049/icp.2023.0726.
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Intermittent

Residual voltage U,

fault detection

Product identifiers

Type S5C600
Product version 1.0 FP3
Voltage start value 0 - <IEF Current Phasc A P
<= IEF_Current Phase B Parameter name IED value Unit Min Max
===1EF_Current Phase C
—Residual_Current Fault number 905 ] 999999
idual %, Time and date 2023.09.08 19:12:48:856
Residual current I, Zu Protection INTRPTEF
g Protection instance 1 1 999999
z Start duration 100.00 % 0.00 160.00
° | | ) Y { 2 Operate time 0.449 s 0.000 1096600688
r l | 4 g 0 Breaker clear time (3.000) s 0.000 3.000
B e e £ Active group 1 1 6
o]
o Fault record 982
Transient detection 1 1 1 1 1 =) Parameter name IED value Unit Min Max
Fault direction L P00 T 0 e Fault number 902 [ 999999
I Time and date 2023.09.08 19:09:46:844
U || H E B = £ Protection INTRPTEF
o z Protection instance 3 1 999999
P Start duration 77.00 % 0.00 160.00
imer — 1T -l
Reset time —1 = B Operate time 0.300 B 0.000 160606000.688
START : I — £ Fault record 981
‘_‘_‘Reser delay time H Parameter name IED value Unit Min Max
Peak counter 1 1 2 3 4 =20
Fault number 901 0 999999
Tine and date 2023.09.08 19:09:44:533
"""""""""""""" - Protection INTRPTEF
OPERATE — Protection instance 1 1 999999
Reset delay time ) 300 | | | | | Start duration 99.99 % 0.00 160.60
v Operate delay time . 100ms pulse Operate time 0.395 B 0.000 1000600. 000

Parameter Setting

Time (Sec)

IED Value Newvalue ____________Junt__[Min_________[Max___________IStep |
n : v

Operation

Operation mode
Directional mode #
Operate delay time #
Reset delay time
Peak counter limit
Voltage start value #
Min operate current

Vaasan yliopisto

UNIVERSITY OF VAASA
FREESI laboratory

O on

Intermittent EF Intermittent EF v

Forward Forward v

500 500 ms 40
1000 1000 ms 40
3 3 2
0.20 0.20 xun 0.05
0.20 0.20 xIn 0.01
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ML-based intermittent earth fault detection

Dataa
preprocessing
v
GNB
KNN Voting

MLP " classification

DTree

IEF

True
EF  positives

(TP)
Fary
2
[«}])
o
False
EF  Ppositives
(FP)

Vaasan yliopisto

UNIVERSITY OF VAASA
FREESI laboratory

Intermittent
Earth fault

EF

False
Negatives
(FN)

True
Negatives
(TN)

Alarm
maintenance

Method  Precision Recall F1 Accuracy
KNN 0.85 0.85 0.73 0.8
GNB 0.74 0.86 0.65 0.8
MLP 0.86 0.84 0.76 0.81
Dtree 0.84 0.83 0.74 0.79
Voting 0.87 0.86 0.78 0.82
TP +TN
Accuracy =
TP+TN+FP+FN
. TP
Precision = ——
TP+FP
TP
Recall = ——
TP+FEFN
Precision * Recall
F1Score = 2 * —
Precision+ Recall
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Voltage-based functions in SSC600

Voltage
xun A

Un
Voltage start value = 0.9Un

0.8Un (Recovery time 3,
Recovery ime 2, Vaoitage leva) 3)
| LYRTPFTUVZTRT,U g§ I Voltnge kevel 2)

:- u3p OPERATE '-

b BLOCK, STERTS OPERATE

! SEET2 J

Voltage level 1=0.2Un el ol
0 s00 1500 10000
f’:a:ct‘xiltt‘t 0' Time in ms
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Voltage-based functions in SSC600

LVRTPTUV: 1 H write to device Disable Edit 4 import X Export C' Refresh

— PARAMETER NAME IED VALUE NEW VALUE uUNIT MM MAX_

~ Settings

Operation on on ~ @
Mum of start phases Exactly 3 of 3 Exactly 3 of 3 b @
Voltage selection Lowest Ph-to-Ph Lowest Ph-to-Ph il @
Active coordinates 3 3 : 1 10 @
Voltage level 1 0.20 0.20 = ®xUn 0.00 1.20 @
Woltage level 2 0.80 0.80 = xUn 0.00 1.20 @
Voltage level 3 0.90 0.90 : xUrn 0.00 1.20 @
Voltage level 4 0.90 0.90 = xn 0.00 1.20 @
Violtage level 5 0.90 0.90 = xn 0.00 1.20 @
Voltage level & 0.90 0.90 = xUn 0.00 1.20 &
Veoltage level 7 0.90 0.90 = xUn 0.00 1.20 @
Voltage level 8 0.90 0.90 - U 0.00 1.20 @
Voltage level 9 0.90 0.90 = xuUn 0.00 1.20 @
Voltage level 10 0.90 0.90 = ) 0.00 1.20 @
Recovery time 1 500 500 - ms o} 300000 @
Recovery time 2 1000 1000 & ms Qa 300000 @
Recowery time 3 10000 10000 = ms 0 300000 &
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Differential protection in REX 640

l:’—g; 10} Fault characterisfic
) B %
8 7 d
%OE}FF>7> """"""""""""" P i s e i st T i e I
/ % » e QesRLTE e
6 3 ® 5.0« TTATe
V4 Trip area PEOCKLS STR_LS_LOC?
5 - 2043  Block area ® ENA_MULT_HS STR_LS_REM?
7/ SLOPE 2 LS LOCY
4 : 0P3_L3_Rsue
7/ CPR_sE oy
3 . 0% HS_REM®
- [ - e
1 ¥ . b Add-on stabilization mo_;&\e'-
2021
1-DIFF> §
5 6 7 8 9 10 11 12 13 14 15 16 17 18
'stab
1
3‘033 POINT 1 EXF-STAB DI
a e
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Frequency protection in SSC600

Frequency protection FRPFRQ (81)
> f>/f<,df/dt (FRPFRQ)

-t 5G___ __
+ SSC600 _: NED j
E : e
FRFFROQE1F=If= g | | : i
1 ] : \
ig_i;m ':H‘_I,_".:Fﬁ-lg:: E : \\\ @ PoC of Syn @
09F_UFACe ' ; \
OFE_FAce @ @. > ; )
ETERTS ' ' \ PoCof PV g ﬁ
IT_CFROe o s PCC . - o
ET_UFRGS e : | \ @ T
S1_FRGr ' . N _ PV
[ 1R ] S - j
: %_‘r '
RLC load
Substat
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Frequency protection in SSC600

FRPFRQ: 1 H write to device: 1 parameter Disable Edit & Import X Export C' Refresh
—  PARAMETER NAME IED VALUE NEW VALUE UNIT MIN. MAX.
v Settings
Operation off on w @
Reset delay Tm df/dt 130 130 - ms ] £0000 @

~ Setting Group 1

Start value df/dt 0.0200 0.0200 - xFn /s -0.2000

- 0.2000 @
Operate T df/dt 120 120 o ms 120 200000 @
Operation mode df/dt df/dt v @
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Disturbance recorder

Ga]era] e Disable Edit & Import A Export C' Refresh

PARAMETER NAME IED VALUE NEW VALUE UNIT MIN MAX.

Periodic trig time 604800 604800 - s 0 604800 @

Exclusion time ] 0 - ms ] 1000000 @

Operation mode Overwrite Overwrite ~ @

Pre-trg length 50 50 - o o 100 @

Record length 10 10 - cycles 10 3000 @

Storage rate 80 samples [ cycle 20 samples / cycle > @

Stor. mode periodic Waveform Waveform > @

Stor. mode manual Waveform Waveform e @

Operation on on @

Append SMV streams True True e @
Presented by: Veikko lehesvuo
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https://search.abb.com/library/Download.aspx?DocumentID=9AKK107991A8236&DocumentPartId

Relay settings and parameters
FLTRFRC: 1 B write to device Disable Edit 4 import 2. Export C Refresh

= PARAMETER MAME IED VALUE NEW VALUE UNIT MIMN. MAX.

~ Configuration

Operation on on v &

Trig mode From all faults From all faults o ®

A measurement mode DFT DFT - @

Ger‘e'al H write to device Disable Edit A, Import 2. Export ' Refresh

PARAMETER NAME IED VALUE NEW VALUE UNIT MIN. MAX.
Periodic trig time 604800 5043800 - = o] 604800 (O]
Exclusion time o 0 - ms 0] 1000000 (O]
Operation mode Overwrite Owverwrite e @
Pre-trg length 50 50 - W 0 100 @
Record length 10 10 - cycles 10 3000 @
Storage rate 280 samples / cycle a0 samples [ cycle ~ @
Stor. mode periodic Waveform Waveform ~ @
Stor. mode manual Waveform Waveform ~ @
Operation on oly G
Append SMV streams True True ~ (&)
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Low-voltage ride-through results

V1 POC, P1 POC, Q1 _POC
\ \ \

0.8 - _
0.6 -

0.4 7

0.2 -

-0.2 i

] —vV1_POC| |
-04 —P1_POC

-0.6 - | | | | | | —Q1_POC |
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L_ow-voltage ride-through results

VI_WTG, P1_WTG, Q1_WTG
\ \ |
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LVRT results: Case 1

Technical key

IEC 61358 wersion

27.85.2824
27.85.20824
27.85.2824
27.85.2824
27.85.2824

Technical key

IEC 61856 wversion

PROTECTION
DPHLPDOC
LVRTPTUV:

Vaasan yliopisto

UNIVERSITY OF VAASA
FREESI laboratory

S5CHB8

Edition 2
Time Source
B9:14:24.459 SMUs15MUB161
B9:14:24.458 Overcurrent
B9:14:24.432 FRT
B9:14:24.432 FRT
B9:14:24.418 Overcurrent

S5CeBA

Edition 2
Time Source
11:32:68.468 SMUs1SMUBe161
11:32:88.458 Overcurrent
11:32:688.438 FRT
11:32:688.437 SMUs1sMUB1684
11:32:68.437 SMUs1SMUB163
11:32:88.437 SMUs1sMUB162
11:32:688.432 FRT
11:32:688.418 Overcurrent

—
lab
~—_~

PROTECTION

DPHLPDOC:
LVRTPTUV:
LVETPTUV:
DPHLPDOC:

CMMXU: 5
VMMXU: 3
VMMXLU: 2

LVRTPTUV:
DPHLPDOC

Pd = =

1
2

Active group
OPERATE
OPERATE
START

START

Active group
OPERATE
OPERATE

HIGH ALARM
HIGH_WARN
HIGH_WARMN
START

START
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LVRT results: Case 1

Technical key : 55Ce88
IEC /1858 wersion : Edition 2

Fault record 25418

Parameter name TED walue Unit Min Max
Application FRT

ProtectionFunction LVRTPTUV: 1

Fault number 25418 5 999999
Time and date 27.85.2824 89:14:24 418

Start duration 1ee.68 % e.80 1ee.68
Operate time g.814 s 8.80e 999999.999
Breaker clear time (3.088) 5 8.060 3.0600
Fault distance (8.08) pu 8.e8 3666.00
Active group 1 1 6

Max current IL1 28.565 xIn 8.80e 58.088
Max current IL2 15.652 xIn g.680e 58.008
Max current IL3 21.868 xIn g.60e 58.008
Voltage U12 B.192 xUn 8.0ea 4,888
Voltage U23 8.284 xUn 8.o0ea 4.g8a
Voltage U31 8.282 xUn 8.oea 4.88a
Voltage Uo 8.880 *Un 8.880 4,880
Voltage Zro-5eq B.e80 *xUn B.e80 4,880
Voltage Ps-5eq B8.115 xUn 8.80e 4._8ee
Voltage Ng-5eqg B.ea7 xUn 8.8ee 4,888
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LVRT results: Case 2

Technical key : 55C6008

IEC 61858 wversion : Edition 2

Date Time Source Function Description Value
27.85.2824 @9:38:84. 462 SMUGe15MUe181 PROTECTION Active group

27.85.2824 89:38:84. 466 Overcurrent DPHLPDOC: 2 OPERATE True
27.85.2824 89:38:84.449 SMUG15MUB184 CMMXU: 5 HIGH ALARM True
27.85.2824 89:38:84.449 SMUG15MUB181 CMMXU: 1 HIGH WARN True
27.85.2824 89:38:84.449 SMUG15MUB181 CMMXU: 1 HIGH ALARM True
27.85.2824 89:30:84.434 FRT LVRTPTUV: 1 START True
27.85.2824 89:38:84.429 SMUB15MUB184 CMMXU: 5 HIGH WARN True
27.85.2824 89:38:84.429 SMUB15MUB163 VMMXL: 3 HIGH WARN False
27.85.2824 @9:38:84.429 SMUe15MUe183 VMMEU: 3 HIGH ALARM False
27.85.2824 @9:38:84.429 SMUBe15MUe183 CMMXU: 3 HIGH ALARM True
27.85.2824 @9:38:84.429 SMUel5MUe182 VMMXLU . 2 HIGH WARN False
27.85.2824 @9:38:84.429 SMUel5MUe182 VMMXLU . 2 HIGH ALARM False
27.85.2824 @9:38:84.429 SMUGe15MUe181 VMMXLU: 1 HIGH WARN False
27.85.2824 @9:38:84.429 SMUGe15MUe181 VMMXLU: 1 HIGH ALARM False
27.85.2824 89:38:84.420 Overcurrent DPHLPDOC: 2 START True
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Three-phase fault at feeder3

Load

svs™
/ Mu| ‘D
/
|
- i . -
T (A (A
= “‘ Vs MV Feeder 1
Grid T Vs
Hem M
I@ MU2| Load
!
\ r I r D
0 T T T
s MV Feeder 2

\
Transformer

Load

' 7
AN . Wreders "

» CB3 open status for three-phase fault
E 1 [ 1 1
0.8 .
=
06" —Fault at F31
'g 04 - ==Fault at F32
202 —CBS3 status after F31
—g' ‘ ‘ ‘ CB3 status after F32|
= 316 3.18 32 322 3.4 3.26 3.28 33 3.32
SGs activation
3r -
<]
)
2l 1
S
< = Active SG after F31
n ‘ ‘ ‘ =—Active SG after F32
3.16 3.18 3.2 322 3.24 3.26 3.28 33 332
Time (sec)
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Transformer

%i

Transformer

OC1 start and trip

DOC?2 start and trip

—

=
wn

p—

=
wn

wo

o

Wind Turbine

Wind Turbine

Sequence of starts and trips for back up relay

r ==(QC1 St after F31
==QCl1 St after F32
= OC1 Op after F31
] | N =0CI Opafter 32
16 3.18 32 3.22 3.24 3.26 3.28 33 332
Sequence of starts and trips for main relay
r T T — -} 7
l t
|
|
+ I ==DOC?2 St after F31
=DOC2 St after F32
| = DOC2 Op after F31
| | N 1. DOC2 Op after F32)
16 3.18 32 3.22 3.4 3.26 3.28 33 332
Time
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N-2 contingency analysis using HIL setup

S5 @

Load

—

/
- . -
3 3
\ MV Feeder 1
. \ Vs

Grid { SV

Transformer @

Load Wind Turbine

N MV Feeder 2
Transfomer

gy
L I

I r/

Load

—

T 1y

H /
| . W heeder3 /"

Transfommer
Wind Turbine

CB1 and CB3 open status for two simultanious three-phase contmgencles

= Fault at F12

== Fault at F32

==CBl1 status after F12
CB3 status after F32/|

7]

=

; 1r- | ——————— =
2 I

(]

g |

)

g 05- |

5

- |

=2

U e |

£ 31 3.15 32 325 33 335
7

=

34 345 35 3.55

SGs activation for two contingencies

3 I \ \ ‘
—Active SG after F12 & F32
7
21 1
-
]
<
1 I | | | L
31 3.15 32 325 33 335 34 345 35 3.55
Time (sec)
. . o~
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GOOSE INPUT FOR ACTIVATING SGs

Active BI_SG2 BI_SG3 BI_SG4 BI_SG5 BI_SG6
SG
1 False False False False False
2 True False False False False
3 any True False False False
4 any any True False False
5 any any any True False
6 any any any any True
g Sequence of start and trip for the back up relay
jo [ I I T T ]
; =0Cl1 St
= —0C1 Op
<
£
E 0.5
w
-
)
O 0 ! L | | L L |
3.15 32 325 33 3.35 34 345 35
Sequence of starts and trips for the main relays
s" 11— 1 ik iy | : |
- B I 1 —=DOC1 St
g |1 ! DOC1 0p
- | ! I 1 =DOC2 St
2057 i . = DOC2 Op|
o L .
g I I
- () b - i | | 1 L [ |
3.15 32 325 33 3.35 34 345 35
Time (sec)
v JHRVI- m AL IDEP BUSINESS
\ SUOMEN
2 Wapice )3 FRIPEP  FINLAND

SAHKOVERKKO



Islanding analysis using HIL setup

Load

SV
/ Mu| _I>
/

/
- ] . ] [6\
T T T
\ MV Feeder 1
3 \ S\/s‘ \ j

Grid i Vs Transformer
:@" IEI Load Wind Turbine
\
\ r r r D
v T T T
Svs WV Feeder 2
Transformer
N Load
. H B

i T T 1
e @

Transformer

Wind Turbine

Sequence of starts and trips

2 CB4 open status for three-phase fault at PCC 1 |

- ! I ! 1 —

3 —Fault at PCC OCT St

: (B4 status after Fault | = 0C1 0p

305 1 o 087 I ~DOCI St |

0 o —DOC1 Op

T ‘ | | | 06 I = DOC2 St |

ﬁ 3.1 3.2 33 34 35 3.6 3.7 ] | DOC2 Op

= 7

g . SGs activation for three phase fault at PCC 204 - I 1
T T ! 1 | ®

0 . =—Active SGﬁ P |

n 3 & 01 |

v ' I

2 2r 1

g |

3.1 3.2 33 34 35 3.6 37 3.1 3.2 3.3 34 35 3.6 3.7
Time (sec) Time (sec)
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Differential protection as the main function

Grid

sis™ |
b

Load

1

\

\

¥

\
Transformer
.

— /
./

Transformer

MU1|
/ —|>
/
r r r
T T T
‘ Vs MV Feeder 1
\
| SVs Transformer
:@" IEI Load Wind Turbine
r r r D
T T T
Svs WV Feeder 2
Load
/’ @
/
/

Wind Turbine

—0Cl St

Diff St
~Diff Op
= DOC2 St

L | |

E : CB3 status for three-phase fault in the middle of feeder 1 S‘equenc‘e of Starts an‘d Tr1p§
® T \ I
@ ==Fault at PCC
8 05 ==(CB4 open status after Fault| 208"
9] &
= <
50 | ‘ ‘ | 206
i 3.1 3.15 3.2 3.25 33 3.35 34 ¢
s 3
- 3 SG activation for three-phase fault in the middle of feeder3 204"
I I ! | >
: :
)
E ) i 0.2
b
< 1 | | | | | 0 | | | L - [
3.1 3.15 3.2 3.25 33 3.35 34 31 312 314 316 318 32 322 3.4
Time (sec) Time (sec)
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Adaptive SG-based protection results

! Clustering by Time Delays of Relays (Method 1)
T T T

o @ T T T
Lond flow and short cuircuit amalysi: for tupolagies Eﬂ} L * Cluster 4 i
mumber =1 to 15 nsing DIgSILENT o
< Cluster 3
¥ r & 3L Cluster 2 I
Calculating the traditional optimum setting for every relay using Near-end three phase short circuit for relay mumber 1 to ; + Cluster 1
MATLAB 16 in every topology from 1 to 25 iz . o 0 Center of clusters
calculate operation time of all 14 relays for topology w —
number 1 to 25 from equation 7 considering the value of © 2.6 - w\/ o\/‘ ]
TS in methods 1, 1, 3, and 4 E Iag—
l g 24 7 |
A ' g Representative of one topology in the clustering
I there n robwst setting which covers all . ) o =3
- - . Calculate the averaze operation time in every topology =
scenarios (fopology number 1 ta 25) which lnms 16 relays %2.2 L B
&
v g2 1
15
N Use these averages as representative of ench topology in 3
: clustering 218
= | | 1 | | | |
Applvimg clustering algorithm (Pieudo code) using Tupat data for chustering I 0 2 4 6 8 19 12 14 16
method numberl, 2, 3 and 4 Sequence number of data in each cluster
17 ¥ ¥ * i\’ilfl.g the status of CBs using 35+ Expected result for clustering : ‘
Rece B - 23
Cluster 1 Cluster 2 Cluster 3 Cluster 4 relays in scheme 1 or Merging Units |4 17
b 18 11 24
(MUs) in scheme 2 4| Topology number I 2 16 210 211 212 I f f ? 119 || i

l l l l ¥ \110151[,“5

i . \ >
Setting calculntion Setting calculation Setting calculation Setting calculation Identifying topology n in centralized Rl 7
Yies considering just considering just comsidering just considering just protection and control device b 13 14 12

scennrios in Claster 1 scenarios in Claster 2 seemarios m Cluster 3 seenarios im Cluster 4 NO é s l 1 i

g

] [ [ ] £
apology change in 215- i

network g

<
Storing above setting in 50 1 to 56 4 in Scheme 1 or Scheme 2 . . 2 1r B

¥ Ves <
| Sending GOOSE to Activating related 5G 051 il

activated related 5Gin | |in centralized device in
relays in Scheme 1 Scheme 1
T 0

I
0 5 10 15 20 25
Ly No need for h@
clustering o

N/
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Relay settings and parameters
System B write to device Disable Edit & Import 2 Export C' Refresh

PARAMETER NAME IED VALUE MNEW VALUE UNIT MIN. MAX.
Rated frequency 50Hz 50Hz ~ @
Phase rotation ABC ABC v @
Blocking mode Fresze timer Fresze timear ~ 6]
Unit name S55C600 55Ca00 20 @
IDMT Sat point 50 50 - /1= 10 50 6]
SV delay 100 100 - % 10 5000 @

1.313 regardless of SmpCnt

Syr.d‘rorﬁmtion B write to device Disable Edit & Import 2 Export C' Refresh
PARAMETER NAME IED VALUE NEW VALUE UNIT MIN. MAX.
Synch source IEEE 1588 IEEE 1588 ~ ®
PTP domain 1D 0 0 - 0 127 O]
PTP profile Power profile C37.238-2011 Power profile C37.238-2011 w ®

. —~ 7 JARVI- A 1P BUSINESS
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Relay settings and parameters

Outpum B write to device Disable Edit 4 Import 2 Export C' Refresh

PARAMETER MAME IED VALUE MEW VALUE UNIT MIN. MAX.

SG_1_ACT True True 6]
SG_2_ACT False False @
SG_3_ACT False False ]
SG_4_ACT False False @
SG_5_ACT False False @
SG_6_ACT False False @
SG_LOGIC_SEL True True 6]

Distur‘bar.ce records H vrite to device Disable Edit & Impert X Export C' Refresh

PARAMETER NAME IED VALUE NEW VALUE UNIT MIN. MAX.

Mumber of recordings 1 0 2999 @
Trig recording Cance Cancel ~ 6
Rec. memaory used 1 % 0 100 @
Rem. amount of rec. 9998 0 9499 @
Time to trigger 603395 s 0 804800 @
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5G Implementation and Testing

N/
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Protection and Wireless Equipment

SMU615 REX640 RPi + 5G Hat Basestation

How to

communicate
over 5G ?

SSC600 XR80 Sierra Router
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Possible Ways to Connect and Communicate

Use Layer2 tunneling to transfer traffic between protection devices.
Apply protocol stack change strategy.

Use devices with native support for routable IEC61850

N/
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Use Case Line Differential Protection (layer 2
Tunnel)

GOQOSE / SV/ other packets

Tunne/

5G Basestation

5G modem l‘

REX640 REX640
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Monitoring Application for Line Differential
Protection Applying 5G

PTP Traffic
—  REX640 Traffic Bridging with Ethernet
—————— MQTT Traffic over WiFi
—————— REX640's Traffic over 5G

RELAY 1 -

‘3'
56
Modem ((( ))l e
Traffic Traffic
am A & = - [
Lt [ ——#

Snooper Snooper Wi

‘ Master Clock

ﬂ’ Switch

REX640 REX640
070204 Vaasan yliopisto ST SRV AL IDED  BUSINESS
UNIVERSITY OF VyAASAp |0b @ Energiateollisuus ‘@ Wapice )SS)?HE&EK sagegm FLIPEP FINLAND

» FREESI laboratory



Monitoring Application for Line Differential
Protection Applying 5G

Bar Graph (Max Latency received/Min) Goose Jitter L
GooseDelay n
&0 " . - Artificial Latency
40
TABLE I: 5G network configuration for different settings. I IIIHlHIIIlIlHHH““IIIH’ ‘I )
20 i I 5
Settillgs SG Standalo]]e Set— SG— Standa]o]]e Set- ’ 16:33 16:35 16:37 16:39 16:41 16:43 16:45 16:47 16:48 16:51 1653 1655 1657 1658 1702 1: 57-00 165000 17:01:00 17:03.00 <
tll'lg ]‘ til'lg 2’ Goose Latency Line Plot
50
Bands n77 n77 “ Average Delay
30
Frequency 3.900 — 3.950 GHz 3.900 — 3.950 GHz ; WWW/\' N
25
Bandwidth 50 MHz 50 MHz " . - -
. . 12 5703 165733 165803 165833 16:59.03 165933 17:00.03 17:00:33 17:01:03 170133 170207
Subcarrier  spacing | 30 kHz 30 kHz
(SCS)
Duplexing TDD TDD
. Bar Graph (Max Lat ived/Min) (et Jitts L
MIMO Configuration 2x2 2x2 aroee a: G“:,cf reeeedn 0 cose Tt
0 Artificial Latency
dl-UL-Transmsission 5 ms 1 ms :
Periodicity ‘
4
10
SR-Period 10 ms 2 ms I I I n I I 2
I‘x [D tx latcncy - 2 ms D15‘\E 1520 1522 15:24 15:26 15:28 15:30 15:32 15:34 15:36 15:38 15:40 15:42 15:44 15:47 TEGZDO 15:44:00 15:46:00 15:48:00
DL slots allocated 7 1 Goose Latency Line Plot
3
Average Delay
UL slots allocated 2 0 .
DL symbols allocated | 6 0 . WWW .\
16
UL symbols allocated | 4 12 i ’ -
154244 154314 15:4344 154414 154444 15:45:14 154544 154614 15:46:44 154714 15:47.47

N/
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Monitoring Application for Line Differential

Protection Applying 5G

Density Distribution Curve Density Distribution Curve

= ot | ons E—— TABLE IV: Latency and Jitter Packets Distribution.
0.10 | \ 1 setting-2 [ [ setting-2
. Se:;ting-Z'flO-ZD ms): 82.01% 0.14 ‘ .ISEtt\ng-2 (0-10 ms): 95.33% Majority Latency Jitter
012 Packets
20.06 z010 0-10 ms | 10-20 ms | 20-30 ms | 0-5ms | 5-10 ms
2 goos SA 0% 24.88% 63.55% 51.60% 30.47%
004 0.06 Setting 1
0.02 0.04 Setting-1 (0-10 ms): §2.06% SA 1.4% 82.01% 16.59% 72.66% 22.90%
0.02 -y Setting 2
0.00 0 20 T 40 0.00 73— 5 R ) 75
Latency (ms) Jitter (ms)
(a (b)

Fig. 12: Probability density curves for latencies and jitter a) Latency distribution for setting-1 and setting-2 b) Jitter distribution
for setting-1 and setting-2
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Virtualized Intelligent Relaying of Smart Grid Over
5G

The concept is implemented and tested in real-time by setting up three areas:

Power Grid Model in OPAL-RT
Al Algorithm Deployed on 5G Basestation

Private 5G physical communication network

N/
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Virtualized Intelligent Relaying of Smart Grid Over

5G

’ Virtualization

5G Communication

MLP Algorithim

Edge
Server
f(@%‘a 10
5G 5G wo
___________________ ?
| =
ip Si l
| 5G BaseStation T Tr'rlsl'gng.l/ Signal v c.
5G ntentional Islanding Signa 5G =
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Fault Prediction Results

Validation
Time Taken

Score of
Predicted Data

Test 1 100% ~ 90ms

Test 2 98.75% ~ 200ms
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Cybersecurity issue with 5G and
Line Differential Protection
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Threat Model

» Line differential protection connected over a 5G network.
» An attacker get access to the 5G basestation or 5G Modem or the network.

» Perform a fake-time-master-clock attack and manipulate time synchrony.
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Experimental Setup
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Result of cyberattack

Protection Communication
Supervision Alarm (PCSITPC)

Both REX640 raises alarm
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Conclusion

» Implementation of IEC 61850-based centralized protection schemes
»  Development of functions such as adaptive protection scheme using HIL setup developed in CIRP5G

»  Studying the possibility of developing new functionalities such as intermittent earth fault detection

using Al and ML-based algorithms
»  The need for digitalization, virtualization, and intelligentization to develop future protection methods
»  Cybersecurity related challenges and the measures need to be taken

» Integrating artificial intelligence (Al), 5G communication, and virtualization technology into power

systems to facilitate the evolution of smart grids
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Thank you!

meysam.pashaei@uwasa.fi
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kimmo.kauhaniemi@uwasa.fi

W:W:#::#{ \V/ liopist ek 7 JRVI

A Vaasan yiiopisto ) -

TZZOT UNIVERSITY OF VyAASAp DE R IG b @ Energiateollisuus ‘@ Wapice )SS‘ EHEF?EIIE:
X FREESI laboratory ~—— o

BUSINESS
FINLAND


mailto:meysam.pashaei@uwasa.fi
mailto:saleh.talal@uwasa.fi
mailto:kimmo.kauhaniemi@uwasa.fi

	Slide 1: CIRP-5G project
	Slide 2: Contents
	Slide 3: Centralized Protection Scheme Setup
	Slide 4: Communication diagram between HIL devices
	Slide 5: Configuration process in RT-LAB
	Slide 6: Configuration process in PCM600
	Slide 7: Adaptive SG-based protection results *
	Slide 8: Normal operation of test system
	Slide 9: Normal operation of test system
	Slide 10: Current-based functions in SSC600
	Slide 11: Current-based functions in SSC600
	Slide 12: Current-based functions in SSC600
	Slide 13: Current-based functions in SSC600
	Slide 14: Current-based functions in SSC600
	Slide 15: Current-based functions in SSC600
	Slide 16: Current-based functions in SSC600
	Slide 17: Reasons behind intermittent earth fault 
	Slide 18: Intermittent earth fault detection
	Slide 19: ML-based intermittent earth fault detection
	Slide 20: Voltage-based functions in SSC600
	Slide 21: Voltage-based functions in SSC600
	Slide 22: Differential protection in REX 640
	Slide 23: Frequency protection in SSC600
	Slide 24: Frequency protection in SSC600
	Slide 25: Disturbance recorder
	Slide 26: Relay settings and parameters
	Slide 27: Low-voltage ride-through results
	Slide 28: Low-voltage ride-through results
	Slide 29: LVRT results: Case 1
	Slide 30: LVRT results: Case 1
	Slide 31: LVRT results: Case 2
	Slide 32: Three-phase fault at feeder3
	Slide 33: N-2 contingency analysis using HIL setup
	Slide 34: Islanding analysis using HIL setup
	Slide 35: Differential protection as the main function
	Slide 36: Adaptive SG-based protection results
	Slide 37: Relay settings and parameters
	Slide 38: Relay settings and parameters
	Slide 39: 5G Implementation and Testing
	Slide 40: Protection and Wireless Equipment
	Slide 41: Possible Ways to Connect and Communicate
	Slide 42: Use Case Line Differential Protection (layer 2 Tunnel)
	Slide 43: Monitoring Application for Line Differential Protection Applying 5G
	Slide 44: Monitoring Application for Line Differential Protection Applying 5G
	Slide 45: Monitoring Application for Line Differential Protection Applying 5G
	Slide 46: Virtualized Intelligent Relaying of Smart Grid Over 5G
	Slide 47: Virtualized Intelligent Relaying of Smart Grid Over 5G
	Slide 48: Cybersecurity issue with 5G and Line Differential Protection
	Slide 49: Threat Model
	Slide 50: Experimental Setup
	Slide 51: Result of cyberattack
	Slide 52: Conclusion
	Slide 53: Thank you!

